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Abstract

This paper outlines an overall scenario for ongoing
personnel development measures designed to increase
information security awareness in small and medium-
sized enterprises (SMEs) in Germany and to help small
businesses improve their security levels and defenses.
The three-year project combines different actors and a
multitude of methods, with a focus on conducting inter-
views and online surveys with companies, developing
customized game-based awareness trainings, tests, and
on-site attacks, and creating measurements and evalua-
tions as well as maturity statements, guidelines, and
low-threshold security concepts. A mix of analog/digital
serious games and operational trainings with reviews is
of key importance here. Compared with the findings
from the applied scientific literature on behavioral re-
search and design, the ultimate goal at project’s end is
to extrapolate statements on the success and efficacy of
the measures and their long-term effect.

Keywords: Awareness raising in SMEs, security train-
ings, narrative design, user experience, measurements.

1. Introduction

The 11th Allianz Risk Barometer 2022 shows cyber
perils, business interruption, and natural disasters as the
current top three business risks globally (AGCS, 2022a).
German companies fear an interruption of their business
(1st place, with 55% of the relevant responses) even
more than a cyberattack (2nd place, with 50%) (AGCS,
2022b). Survey respondents (57%) see the increase in
ransomware attacks as the top cyber threat over the com-
ing year, with worrying trends such as “dual blackmail
tactics” (AGCS, 2022b). Cyber or information security
(ISec) is also gaining importance in the area of ecologi-
cal and social corporate governance as a way to obviate
increasing difficulties with regulatory authorities, inves-
tors, and other stakeholders (AGCS, 2022b). This con-
firms earlier assessments that the continuous implemen-
tation of information security awareness (ISA) measures
not only reduces the business risk for companies but also
increases their attractiveness (known_sense, 2016). The
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promise of awareness-raising measures being imple-
mented and communicated to customers represents a
competitive advantage because of the positive external
effects generated and increased trust in the company
(known_sense, 2016).

According to a recent study in Germany (DIHK,
2022), the cyberattacks of the past year have shown that
any company can be targeted by hackers. Back in 2007,
it was assumed that the various ISec measures of the
previous years had had a positive influence on the cor-
porate cultures of numerous German organizations and
the security-related behavior of employees (Zerr, 2007),
but the effects of these measures were not sustained.
German companies have recognized the dangers of a
wide range of cyberattacks and taken technical precau-
tions. There has, however, been no significant increase
in organizational measures for ISec—including aware-
ness raising and training for managers and employees—
and only a third of the companies surveyed have an ac-
tion plan for emergencies (DIHK, 2022). This contra-
diction shows a paradox at work in German companies,
with an evident lack of sustained implementation of
awareness-raising measures, especially in small and me-
dium-sized enterprises (SMEs).

The research question of this paper is, How can on-
the-job trainings and further educational measures for
people in SMEs be designed and implemented in order
to establish long-term awareness and training as part of
a company security culture? This paper emphasizes a
holistic approach, which is important in developing the
necessary competences and actively involving people in
specific ISec situations. The overall scenario of an on-
going project to increase ISA in German SMEs is out-
lined, including the development and testing of analog/
digital serious games and operational reviews. Section 2
summarizes the applied behavioral research findings,
which are important in building up the overall project
scenario. Section 3 explains the project, the choice of
topics, and the methods used in the holistic approach.
Preliminary project results are summarized in section 4,
with a look ahead to the next phases of the project.

2. Applied research findings
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ISA should be seen as part of security communica-
tion in companies and is a prerequisite for successful in-
formation security management (ISM) and the develop-
ment of an operational Information Security Manage-
ment System (ISMS) as well as a Business Continuity
Management (BCM) system. The international standard
ISO/TEC 27001 (ISO/IEC 27001:2017) defines specific
requirements for an ISMS:

e continuous ISec improvements

e anchoring of [Sec in day-to-day business

e tailoring of ISec to meet external requirements

e Dbuilding of trust with business partners and the

public.

ISO/IEC 27001 also explicitly requires the training
of employees and defines the details of such training.
Various aspects of education and training or ISA are de-
scribed under the headings Resources, Competence,
Awareness, and Communication. Legislatures, custom-
ers, and the public are also seen as drivers for ISA
(ISO/IEC 27001:2017). The need for regular awareness-
raising and training measures is therefore clear in theory
but is either not implemented in practice in SMEs or,
where implementation approaches exist, does not lead
to the desired sustainability. A number of studies con-
clude that most ISec training measures and the many op-
erational guidelines, as well as threats of sanctions and
phishing simulations, have no apparent long-term effect
(Bada et al., 2016; ENISA, 2019; ISF, 2014; Volkamer
et al., 2020). The German IT-Grundschutz (baseline
protection) of the Federal Office for Information Secu-
rity (BSI) describes the ISec risk situation as per the
ORP.3 module “Awareness and Training” (BSI, 2020):
Insufficient knowledge of regulations
Inadequate ISA
Ineffective activities in training design
Inadequate training of security functions
Undetected security incidents
Non-observance of safety measures
Carelessness in handling information
Lack of acceptance of [Sec requirements
Social engineering

Back in 2009, David Lacey wrote, “You can blame
individuals for making mistakes. But many will be due
either to a failure by management to provide adequate
resources, training and oversight, or to a flaw in the de-
sign of systems and processes” (Lacey, 2009, p. 52).
Risk management or risk perception is of particular im-
portance in SMEs. “But it takes time to coach managers
to identify, assess and manage risks. Complex frame-
works are off-putting. It’s better to start simple and pro-
gressively increase the level of sophistication” (Lacey,
2009, p. 132).

2.1 Information Security Awareness

ISA means conscious perception and is not even
three decades old as a research field, making it a young
discipline that requires interdisciplinary input: different
perspectives, methods, content, and other components
of awareness are emerging as the risks facing ISec and
its response requirements grow. There are numerous
definitions of ISA, some of which have very different
nuances. In psychology, ISA is related to a person’s cur-
rent situational awareness of their environment and the
resulting implications for action. Achieving sustainable
ISA is a recurring challenge, since ISec includes a wide
range of mostly abstract and complex topics. As hu-
mans, we are social beings and cannot see, taste, smell,
or touch the bits and bytes. In addition, the core focus of
the SMEs is usually on something else, and the stress of
everyday work can push ISec into the background.

The international literature on the subject often ex-
plains this in terms of the KAB model (Kruger &
Kearney, 2006): Knowledge, Attitude, Behavior. This
model has been adopted and modified by many re-
searchers. The core thesis is that ISA emerges from what
employees or users know about ISec, its vulnerabilities
and risks, what they think or what they think about it and
how they actually behave in this context. A large spec-
trum of theories has been consulted in this research field
to obtain knowledge about the real security behavior and
influencing factors. The theories most applied to explain
ISec behavior are the Theory of Planned Behavior, Gen-
eral Deterrence Theory, Compliance Theory, Protection
Motivation Theory, the Technology Acceptance Model
and the Theory of Reasoned Action, Social Bond The-
ory, and Involvement Theory (Scholl et al., 2018). Fur-
thermore, people often ignore or underestimate the ex-
tent to which their actions in a situation are determined
by the actions of others, and they often ignore or under-
estimate the persuasive effect that social norms can have
on their choices (Cialdini, 2007), which is why role mo-
dels are important. In addition, the key message that
changing the behavior of employees cannot be achieved
simply by imparting knowledge but must be accompa-
nied by further measures has not yet got through to man-
agement, CISOs, and other C-level executives (Sasse et
al., 2022). The study by Slusky & Partow-Navid (2012)
revealed that the major problem with ISA is not a lack
of security knowledge but the way that knowledge is ap-
plied in real-world situations. According to Cialdini
(2007), those involved should be honestly informed
about the damage caused by even a modicum of unde-
sirable behavior.

In German-speaking countries, the following model
has been established in operational ISA (Helisch &
Pokoyski, 2009): Knowledge, Volition, Capacity. This
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means that the key elements in security awareness inter-
sect with operational training management and human
resource development, with general security communi-
cation, and with change management, defining security
awareness’s three methodological levels. This has the
following implications for awareness-raising measures
(Helisch & Pokoyski, 2009; Pokoyski et al., 2021):

e Knowledge, “being informed” (elements
drawn from learning theory, cognitive factors)
as Layer 1—classical information processing is
the (old-school) basis of security awareness.
This involves the imparting of knowledge per-
taining to security rules, guidelines (policies),
security risks, and the possible consequences
of security breaches.

e Volition, “being willing” (elements drawn
from marketing, emotional factors) as Layer
2—merely communicating information is not
enough to have a sustained and, more im-
portantly, motivating effect on the processes of
awareness: for this reason, emotional factors
must also be addressed for all target groups.

e Capacity, “being able” (elements of change
management and systemic communication) as
Layer 3—security culture is invariably influ-
enced by interactions with staff as well as with
customers and partners. Security thus also in-
volves systemic factors, the interactions within
an organization (and its external relationships)
viewed in the context of its corporate culture.
Specific elements of systemic communication
are “empowerment” and dialogue-based con-
stellations (e.g., team formats).

2.2 Information Security Culture

For Lacey (2009), establishing an understanding of
security culture in organizations is a must for security
professionals. But it is not static or easily definable
(Lacey, 2009, p. 208). Security culture can be fear based
or inspirational. But trust and empowerment are more
effective and go much further (Lacey, 2009, p. 208).
When designing an organizational structure, it is im-
portant to understand that both the requirements and the
solutions can vary greatly both between and within com-
panies (Lacey, 2009, p. 208).

ISA is an aspect of both security marketing and se-
curity communication for the “Security Awareness
Framework” of the firm known_sense (2016), and these
areas, in turn, are ancillary to the concept of security cul-
ture. This implies that security culture can be viewed as
all the beliefs and values cherished by individuals and
organizations where there is agreement about the kind
of events that pose risks, and how these risks should be

countered (known_sense, 2016). Security culture is un-
derpinned by a complex process of learning and experi-
ence, in which common goals, interests, norms, values,
and behavioral patterns are established: it can thus be
regarded as a part of the corporate culture, which is a
visible manifestation of employees’ habitual approaches
to dealing with security challenges. It also delineates
how security is organized in the workplace and thus re-
flects employees’ security-related attitudes, beliefs, per-
ceptions, and values (known_sense, 2016). The term
“security culture” refers to a dynamic phenomenon that
is transformed by every significant event that takes
place in the organization (known sense, 2016). This
process of evolution should be considered when security
awareness measures are being implemented. The above
definition suggests that ISA is part of the security cul-
ture and has a significant effect on it.

This already makes it clear that there is no simple
definition for the term “security culture” either. On the
contrary: a survey of 1,200 security experts by Forrester
Consulting on behalf of KnowBe4 enterprise in Decem-
ber 2019 produced 749 unique definitions (Collard,
2022), which can be summarized in five categories:
Compliance with security policies (29%); Awareness
and understanding of security issues (24%); Security as
everyone’s responsibility (22%); Security advocacy and
support (14%); Security embedded in the organization
(11%). In terms of content, the following seven dimen-
sions are important for operational safety culture (Col-
lard, 2022): Attitudes, Behaviors, Cognitive Factors,
Communication, Compliance, (Social) Norms, and Re-
sponsibilities. Here, the following three attitudes to
safety culture need to be considered in designing aware-
ness and training measures (Collard, 2022):

e Just because I’m aware, it doesn’t mean I care.

e Ifyou try to work against human nature, you’ll

fail.

e  What people do is way more important than

what they know.

2.3 Information Security Awareness Training

According to Collard (2022), information security
awareness training (ISAT) is about finding effective be-
havioral measures to close possible gaps between
awareness as knowledge, existing intentions, and con-
crete behavior. Hallsworth et al. (2016) apply a modern
understanding of human behavior to healthcare to show
that in practice this can lead to better health outcomes at
lower costs and that improvements are contingent on
such an understanding. The authors transferred the Easy,
Attractive, Social, and Timely (EAST) framework of the
Behavioral Insights Team from 2014 to their focus of
investigation: healthcare (Hallsworth et al., 2016):
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e Easy means minimizing the effort for those in-
volved. Barriers—even minor ones—should be
reduced to make “good” behavior more likely.

e  Attractive means capturing people’s limited at-
tention through visual or spatial design with
new features and simple and clear messages.

e Social means that people as social beings are
strongly influenced by what others do (“social
norms”) (see also Cialdini, 2007). Making
good behavior more visible can make it appear
more common and easier to copy.

e Timely means recognizing the moments of ef-
fective intervention and then implementing
measures in good time. The effect of behav-
ioral interventions should be evaluated.

For our own scenarios described in section 3 it be-
comes obvious that the EAST framework can and
should also be applied to ISec. This is where B.J.
Fogg’s (n.d.) “Behavior Design” comes into play. He
wants to help people to be successful and calls for bar-
riers to be broken down so that people can behave ac-
cordingly. “The Fogg model of behavior shows that
three elements must converge simultaneously for a be-
havior to occur: motivation, ability, and a prompt. If a
behavior does not occur, at least one of these three ele-
ments is missing” (Fogg, n.d.). His behavioral model
highlights three main motivators, Sensation, Anticipa-
tion, and Belonging, each of which has two sides: Pleas-
ure/Pain, Hope/Fear, Acceptance/Rejection (Fogg,
n.d.). These core motivators apply to everyone and are
central to human experience—hence his advice (Fogg,
n.d.): Focus on small steps to promote long-term
change. His model also shows that ability and motiva-
tion have a “compensatory relationship” when it comes
to performing behaviors (Fogg, n.d.). According to
Fogg, there are three ways to increase skills: the worst
way is to train people. Another possibility is to give the
human a tool or resource that facilitates his behavior.
Fogg advocates the third way: scaling back the intended
target behavior so that it is easier for people to achieve,
with debriefings showing a positive learning effect
(Lacruz & Américo, 2018). In terms of behavior design,
this means focusing on the simplicity of the target be-
havior, thereby enhancing personal capability. As a con-
sequence, if the conception and design of awareness-
raising and training measures are to increase ISec, one
must first be clear about the desired behavioral chains
that are ultimately to be achieved with the measures.

The design of these measures must pay close atten-
tion to the methods of communication, especially when
efficacy and long-term effects are required. As compre-
hensive digitization has been carried out over the years,
digital teaching methods have become increasingly im-

portant, and their effect should be assessed in compari-
son to analog ISec training methods. Sixteen years ago,
Burke et al. (2006) attempted to determine the relative
effectiveness of different methods of occupational
safety and health training aimed at improving safety
knowledge and performance and reducing adverse out-
comes such as accidents, illness, and injuries. The most
engaging training methods involve active employee par-
ticipation and, as a result, lead to greater knowledge ac-
quisition and reduced accidents, illness, and injury
(Burke et al., 2006). These training methods include
practical exercises and dialogue. They are more effec-
tive than other safety and health training methods. It was
concluded at the time that these results challenge the
emphasis on more passive computer-based and remote
training methods for public health personnel (Burke et
al., 2006).

In order to develop an appropriate training concept
in line with international and national standards such as
the ISO/IEC family of standards 2700X (ISO/IEC
27000:2018(E)), or the BSI standards 200-1 to 200-4
(BSI, 2017), the risk and threat situation must be made
clear, the target groups determined, and training content
specified. Furthermore, in order to determine their effi-
cacy, the measures must also be carried out, their suc-
cess defined, and their effectiveness checked. In terms
of continuous improvement, the existing ISA must also
be regularly adapted to current circumstances and in-
creasing risks. Section 3 outlines the relevant steps and
makes it clear that great care should be taken over the
methods, design, and wording used in the measures as
per the literature summarized here in section 2.

3. The project and its overall scenario

The project “Awareness Lab SME (ALARM) In-
formation Security” is funded by the German Federal
Ministry for Economic Affairs and Climate Action
(BMWK) and runs from October 1, 2020, to September
30, 2023. The project is part of a group of support initi-
atives. SMEs benefit from a focus on concrete practical
examples as well as competence and IT security pro-
grams that are provider-neutral and tailored to the
SME’s particular needs. The BMWK allows the final
project results to be used free of charge.

A university research team and subcontractors of
the project as well as SMEs and associated partners are
developing and testing ISA tools with the aim of pro-
moting the nationwide improvement of security aware-
ness in German SMEs and thus a general increase in
ISA. To this end, an innovative process scenario for ISec
is being developed iteratively in three phases using an
agile, participatory approach—this involves experience-
oriented scenarios, both analog and digital, as well as
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“on-site attacks” and further checks. The overall sce-
nario is intended to raise awareness among managers
and employees with a focus on targeted personnel de-
velopment in SMEs, which is not available as yet on this
scale. Here, ISec is made concrete and tangible in the
context of work processes that have become increas-
ingly digital. At the same time, people are actively in-
volved at an emotional level in the development of
measures. This should result in a company-wide ISec
culture being established with long-term effect.

3.1 Methodology for defining the ISec topics
that are currently important in SMEs

The first step was to define the ISec topics that are
important for the target groups (employees of the four
pilot SMEs). A preliminary study (Pokoyski et al.,
2021)—conducted by one of the project subcontractors
and based on anonymized in-depth interviews—was
carried out between January and March 2021. A sum-
mary of the results was produced (in German) in
April/May 2021. The BMWK approved their publica-
tion in August 2021.

Fifteen two-hour face-to-face interviews were ini-
tially planned, and the constraints imposed by the pan-
demic meant that these were all carried out online
(Pokoyski et al., 2021). The study sample included a to-
tal of sixteen people from the pilot SMEs who were sur-
veyed in 90-minute online interviews by a three-person
team of project subcontractors. Most of the interviews
were carried out from home offices. The interviews
were conducted in secure WebEx rooms set up by the
University as project leader, although in four instances
the interviewees were at their place of work. Four of
them had management roles, nine were management
and executive assistants (including 3 IT specialists), two
were staff without managerial function or staff respon-
sibility, and one was a trainee. One participant was aged
between 18 and 25, six were between 26 and 35, four
were between 36 and 45, three were between 46 and 55,
and two were over 56. The methodology uses morpho-
logical market and media research, supplemented by
secondary research, including comparative descriptions
and key performance indicators (KPI) (Pokoyski et al.,
2021). It takes into account internal security awareness
campaign evaluations carried out by the subcontractor
between 2009 and 2020, focused on six large German
companies operating in different industries (Pokoyski et
al., 2021).

Parallel to the study, an online survey was started
by the university research team that dealt specifically
with the fields of activity in the four SMEs: the results
are published in German as the first of a total of three
planned reports (von Tippelskirch et al., 2022).

3.2 Summary and discussion of the findings
from the interviews and survey

The results of the initial online questionnaire (Re-
port 1, 2022) indicate that ISec is not currently viewed
holistically in SMEs. From the in-depth interviews
(Pokoyski et al., 2021) it was found that the issue of ISec
is directly related to the unique quality of SMEs, which
confidently present themselves in a dynamic zone in-
volving family-style, trust-based cooperation, and flex-
ibility in response to the needs of the market. It is clear
from all the interviews that the participants identify
strongly with their company and feel close ties with it.
The managing directors and other executives emphasize
the sense of belonging and loyalty felt by their employ-
ees and the high degree of confidence they have in them.
An understanding of each other’s difficulties and foibles
is evident, and the picture that is painted is of relaxed,
generally harmonious cooperation. The size of the com-
panies also facilitates direct contact with staff. A feature
of SME:s is their high degree of flexibility, the possibil-
ity of finding individual solutions, and the ability to re-
spond quickly to the needs of the market. This agility
has showed its value during the pandemic, when work-
ing in a home office has not only been sanctioned but
actively supported by the prompt provision of equip-
ment (laptops, headsets, cameras, etc.) (Pokoyski et al.,
2021).

The interviews confirm that trainings and other
awareness-raising measures are being implemented in
all the pilot SMEs taking part. However, without sup-
port, the issue of ISec is soon conflated with “data pro-
tection,” and when a holistic view is taken of security, it
is linked with “compliance,” “occupational safety,” and
“fire protection” (Pokoyski et al., 2021). When applied
to data protection, the idea of “awareness raising” is key,
covering the sensitive data that, according to the inter-
viewees, needs to be secured: personal data and sensi-
tive topics, including salary, contracts and contract de-
tails, and company secrets. The SMEs taking part in the
study have as yet made little use of holistic security
awareness concepts, of the kind envisaged in the project,
or an awareness framework with a documented strategy.
The same is true of ISA measurements and other evalu-
ations related to the raising of employee awareness.
There is a general lack of any systematic process of
awareness raising, which would help develop a func-
tioning security culture. The results of the study on ISec
topics for SMEs, weighted according to supposed rele-
vance and importance, produced the following ranking
(Pokoyski et al., 2021):

1. Passwords
Phishing, CEO Fraud, etc.

Social engineering, Manipulation, etc.
Apps, software, etc.

Rl e
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(9]

Security in the home office

6. Data protection in the cloud and in the context
of customers and suppliers

7. Messenger services, secure transmission, stor-
age, encryption, etc.

8. Information classification (only for SMEs

where it is an implemented process).

The topics “Mobile security” and “Safety on the
g0” were accorded low priority, which can be attributed
to the COVID-19 situation (Pokoyski et al., 2021).

Corroborating the psychology-based Study 1
(Pokoyski et al., 2021) that was conducted, the online
questionnaire carried out for report 1 (von Tippelskirch
et al., 2022) also revealed that the respondents view
many ISec topics as “old” and in such general terms that
it is hard to limit them to just one activity profile. As a
result, the profiles defined in this report are lumped to-
gether into the following profile groups (von Tippel-
skirch et al., 2022): general basic competences; produc-
tion, development, sales; data processing and IT infra-
structure; maintenance and communication; organiza-
tional and PA work, administration and HR; strategic
planning and management.

ISATS should be specific to an activity profile and
its specific tasks. According to the results of both the
study and the report, this requires a higher level of ISec
maturity on the part of the SMEs. Suitable training ma-
terial is required if ISATs are to be organized efficiently
in everyday work life. In addition, a tightly woven ISec
network in the form of an optimally established “human
firewall” involves people switching roles for training
purposes and discussing and internalizing the lessons so
learned (von Tippelskirch et al., 2022). The approach
chosen in the project is to develop awareness-raising
measures as easily adaptable learning scenarios that can
ultimately be used and specified by the SMEs them-
selves. In the project, the results of the initial Study 1
and the outcomes of Report 1 are the basis for develop-
ing new awareness-raising material tailored to the con-
cerns of the SME in question and employees’ personal
engagement with the issues. The goal here—and thus
the value added for SMEs—is to provide integrative in-
terlocking measures that contribute to systematic aware-
ness raising and help, in actual terms, to develop a secu-
rity culture.

3.3 Gamification and embedded narratives

There are various methods for promoting ISA that
can be used to create and model awareness: their con-
tent, implementation, and success depend, among other
things, on the business model, the corporate and security
culture, and the ISec maturity. From section 2 of this pa-
per it is important to point out that ISA is a multidisci-
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Figure 1. Analog learning scenarios (aLS) under de-
velopment as part of the project for SMEs (pre-final
for aLS 1-5, and initial ideas for aLS 6-7)
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plinary area involving cognitive, emotional, and sys-
temic factors.

Although gamification or serious games as learning
support are not new, in recent years they have gained in
popularity in ISec research. However, we know from the
Study 1 that German SMEs still have reservations: play-
ing should not be the main focus. Other studies also il-
lustrate that there is a danger that the commonly used
motivational goal of winning the game causes learning
experiences designed to promote understanding and the
ability to cope with challenges (e.g., emergency re-
sponses) to fall by the wayside (Lacruz & Américo,
2018). These results from Lacruz & Américo (2018)
make it clear that debriefings positively influence the
experiential learning cycle. In addition, Schell (2020)
emphasizes that the success of a game depends to a large
extent on the player’s willingness to regard it as mean-
ingful. Naul & Liu (2020) recommend using narratives
that stimulate the imagination and include characters
with whom learners can empathize. In principle, the pri-
mary purposes of “serious” games can be diverse and
used in many areas, such as education, healthcare, ad-
vertising, and politics, for teaching or training (Arriaga
etal., 2013). The handbook (Bernardes et al., 2022) con-
tains recent research showing the broad spectrum of
gamification for economic and social development.

3.3.1 Analog learning scenarios. For ISec, we need
moderation tools for discursive team settings, intensive
training specific to the target group with simulations and
other discursive, gamified, or interactive elements to in-
volve people emotionally, motivate them, and make
ISec “understandable.” These instruments must contain
didactic and emotional components from learning the-
ory as well as marketing components.

We must be able to enter into an intensive exchange
about ISec: talk about security! The analog learning sce-
narios are developed jointly by the subcontractor
known_sense and the university research team (see fig.
1). They are designed as assignment games for the top-
ics defined by the pilot SMEs in Study 1 (see above), so
that a moderator can easily get into conversation with
the participants, and the participants with each other,
giving them a chance to contribute their experience. An-
alog assignment games—as per the “Home Office” sce-
nario (fig. 1), for example, which is played on a board
representing a large family house—involve information
cards being read out loud by the participants, after which
they are discussed and assigned to a suitable part of the
family house. Here, players start with risk cards, which
are used to identify the critical spots in the house. After
that, possible improvements are focused on with the de-
fense cards.

The tests to be carried out with attending partici-
pants in three iterations per game are used both to sim-

plify the complexity of the topics while maintaining the
attractiveness of the game and to optimize the emotional
game design. The response has been very positive so far
not only from tests with the pilot companies but also at
public events. Improving the detailed preparation of the
feedback is an ongoing process in the project. The final
versions will be made available in German for down-
load, free of charge, from the project website.

3.3.2 Digital learning scenarios. Parallel to the seven
analog serious games, the seven digital games are being
developed together with another subcontractor, Game-
book Studio, who uses the popular Visual Novel format
to integrate a player as an active participant in his/her
own story in a simple manner. All decisions that the
player has to make influence the further course of the
game (see fig. 2).
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Figure 2. Digital learning scenarios under develop-
ment: one decision tree in a preliminary version.

Fig. 2 shows an excerpt from the digital scenario
“The Hacker Attack,” in which the player runs through
the game in the role of a social engineer: Number 1 in-
dicates the start of the digital game, which is being de-
veloped using Gamebook Technology. Green nodes in
the schedule are “story modules” that provide infor-
mation to the player (text, instructions, feedback, music,
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etc.). Number 2 refers to a red node where the player has
to make decisions, including whether they want to be
addressed as a woman or a man, which is determined at
the beginning. Number 3 shows a story module that is
not connected by a line—the designer has already set out
an alternative, but it is not integrated into the current
game story. At decision point 4, the player can interrupt
the game and look at the stored glossary (5) to get more
input. Decision point 6 is a “time choice”: the player has
to decide between possibilities and then proceeds ac-
cordingly to number 7. Should the player need too much
time, then the game will send her/him back (8). How-
ever, all the information the player has already accumu-
lated is retained and will lead to other options for the
next step at decision point 9. This explanation shows
how important the designer’s empathy with the topic
and the target group is in building the story.

= L

Figure 3. Examples of avatar emotions in the pro-
ject’s serious digital games (pre-final version).

The player of the digital serious games slips into a
different role in each of the seven games and experi-
ences the concrete company situation of the ISec topic
from a different perspective—e.g., that of a forensic sci-
entist, a hacker, a security officer, or the artificial intel-
ligence of the game company.

The digital learning scenarios can therefore be
played from very different perspectives, which provide
deeper insight into the various topic areas as well as the
risks and dangers peculiar to them. At the same time, the
player becomes more familiar with the company’s situ-
ation and employees: the boss, the dispatcher, the work-

shop manager, and the trainee. The avatars can show
some emotions (see fig. 3) and sounds can also be heard;
although the figures do not speak, the situation and de-
cision options are presented with texts, so that the player
has time to think about the question.

The digital games are thus not a copy of their analog
counterpart. Rather, they have their own content on the
topics selected for SMEs and thus represent interesting
learning supplements that employees can complete in-
dependently, regardless of time and place. The variety
of different perspectives also has two positive effects:
On the one hand, it ensures that playing does not become
boring and that the motivation to learn is sustained. On
the other, it conveys the relevance of the various actors
and their methods within ISec. The Visual Novel format
with Gamebook Technology is therefore suitable as a
simple but effective tool for conveying very different
content in a separate, personalized learning experience.
Every game decision not only has consequences for the
further course of the personalized story but also differ-
entiates the topic in more depth and thus offers different
learning paths and levels of difficulty—depending on
your previous knowledge, personal strengths and weak-
nesses, and learning preferences. This means that every
type of learner and every level of knowledge is ad-
dressed with decisions, and the format is therefore suit-
able for use in a particularly broad target group.

However, successful learning is generally based on
solid data collection and personalization of the learning
experience adapted to this data. The digital learning sce-
narios thus use in-game messages providing feedback
on participants’ decisions—showing points as stars—
without disturbing their immersion in the story. KPI-
based live tracking to assess user behavior and a supple-
mentary user survey for self-assessment of the level of
knowledge on the subject before and after playing the
learning scenario also help in the optimization process.
The feedback so far has been positive. Detailed analysis
of the feedback must be left to a separate research paper.

3.3.3 On-site attacks. In addition to the seven analog
and digital learning scenarios, the project also includes
seven on-site attacks for which another subcontractor is
responsible. Ethical questions and the agreements with
the managing directors of the SMEs also play a key role.
Additional practice-oriented instructions and tips for
low-threshold security concepts for SMEs should
emerge from the relevant findings. These will also be
available on the project website at its completion. The
overall feedback from these gamified processes, which
will not be complete until 2023, must also be left to a
separate research paper.

So far, one phishing attack has been carried out in
the project. Another three “on-site attacks” are planned
for 2022, with three more to be coordinated in 2023.
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Conducting on-site attacks is tricky and must be
done with extreme caution. Some scientists have grave
concerns about them (see Volkamer et al., 2020). How-
ever, the aim of our project is to enhance employee
awareness: the procedure should thus not be perceived
by employees as an “attack” on their personal work pro-
cesses or lead to personal exposure. Every on-site attack
must be designed in such a way that it does not have a
negative impact on the working atmosphere and the cul-
ture of trust in the company. It is important to ensure
that employees feel safe/secure in their work environ-
ment and see the on-site attacks as a supporting tool to
raise awareness. The attacks are always discussed with
the responsible persons in the company and all employ-
ees receive all the relevant information and results be-
fore and/or after the attacks, so that these attacks do not
damage the company’s culture of trust and error.

3.4 Security Awareness Measurements

Security is not so much a state as a process. All
measures must be checked for their effectiveness in op-
erational work, including security and awareness
measures, because otherwise processes cannot be man-
aged and improved. The “Return on Security Invest-
ment” (ROSI), for example, is not compatible with a ho-
listic view of ISA. Different approaches are therefore re-
quired to verify the effectiveness of ISA measures.

ISAT
&
ISAM
Digital
Serious
Games

Matching

Awareness
Maturity
SME

Analog
Serious
Games

Self test

Studies Reports
1-3 1-3

(interviews) (surveys)

Figure 4. The overall scenario of ongoing personnel
development to increase ISA in SMEs

Moreover, it is evident that ISA measurement
(ISAM) is an interdisciplinary challenge and an open re-
search question in scientific terms. We know that risk
perception is an important indicator. But WHAT do we
actually measure, and HOW? How can we infer con-
sciousness from a person’s understanding or attitude?

How can we infer actual behavior from this? Do ques-
tionnaires and tests with knowledge surveys reflect re-
ality? Probably not. We would need to observe people
in their everyday lives, making them “transparent” in
terms of their personal data, which is not desirable in an
open, democratic society. While being fully aware of
this problem, we still want to try to implement ISAM in
the project in two different ways. The first approach
uses the analog and digital learning scenarios with test
and control groups, and pre- and post-tests. In the sec-
ond approach, the mathematical partial order methodol-
ogy is examined for a possible ranking; however, it is
still not clear which indicators are actually suitable for
this purpose. The ultimate goal of these efforts is a ma-
turity model for awareness, incorporating all the ele-
ments, results, experiences, expectations, and know-
ledge (see fig. 4).

4. Limitations, current conclusions, sum-
mary, and outlook

The results of the interviews (Study 1: Pokoyski et
al., 2021) and the survey (Report 1: von Tippelskirch et
al., 2022) cannot be regarded as representative, because
of the small size of the samples (four pilot SMEs). Nev-
ertheless, they give a concrete and up-to-date insight
into how ISec and ISA are faring in German SMEs. In
the project, the results and the further participation of
the SMEs form a valuable basis for personal examina-
tion of the ISec topics. Narratives with references to
daily life and the working world seem to be suitable
communication tools. Their design must actively in-
volve people in dialogue about ISec, touch them emo-
tionally, and include their own experiences. The added
value of the project lies in the systematic and integrative
interlocking of a wide variety of measures that contrib-
ute to systemically oriented awareness-raising and spe-
cifically to the development of a security culture.

The project deviates significantly from previous un-
successful forms of classic ISA training. The final ver-
sions of the gamified training materials, the results of
the awareness measurements, the instructions and low-
threshold security concepts, and well-founded state-
ments on the degree of maturity can only be expected at
the end of the project in fall 2023.
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