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Chapter 5

Findings from the overall scenario and the three studies of the project
“Awareness Lab SMEs (ALARM) Information Security”

followed by a conceptual outlook

(translation; study paper forthcoming in August 2023)

Margit Scholl

5.1 Summary in the context of further scientific literature

There is no doubt that cyberattacks can threaten the existence of small and medium-sized enterprises
(SMEs), and information security is becoming increasingly important in German SMEs [1]. Companies
around the world must increasingly give priority to information security management (ISM) [2]. The
German Federal Office for Information Security (BSI) also regularly restates the fact that German SMEs
must focus their business processes on their own IT security situation [3]. According to the study by
the Germany’s umbrella organization of industry and commerce (DIHK), the cyberattacks of the past
year have shown that any company can become a target for hackers [4]. Therefore, SMEs are by no
means excluded. However, previous measures to raise information security awareness and increase
security-relevant behavior among employees have not had a long-lasting effect [5] [6]. German com-
panies have recognized the dangers of various cyberattacks but only take technical precautions [4].
Without question, these are an important component of information security, but on their own they
are not an adequate means to combat increasing cyber and real attacks such as social engineering [7].
By contrast, there was no significant increase in the organizational measures for information security,
and only a third of the companies surveyed in the DIHK study have an action plan for emergencies [4].
This contradiction shows a paradox at work in German companies, with an evident lack of sustained
implementation of awareness-raising measures, especially in SMEs.

No increase in organizational measures for information security in German SMEs means no awareness
development and no awareness-raising measures for managers and employees. As a result, the em-
ployees of German SMEs are not sufficiently sensitized and trained, although this is explicitly required
by the BSI standards [8] and the international family of standards ISO/IEC 2700X [9]. An operational
information security management system (ISMS) is clearly incomplete without such awareness and
training measures [10]. In addition, the economic interdependence is significant, and there are also
clear indications from global studies that nonsecure behavior by employees poses a major threat and
can undermine cybersecurity in companies [11]. To effectively counteract cyber threats, there can be
no question that information security awareness (ISA) programs are an essential cornerstone of cor-
porate security, and there are many ways to impart information security knowledge. But knowledge
alone is not enough. Attention needs to be paid to the research results of many international studies,
which indicate that the mere transfer of knowledge is not sufficient to achieve sustainable ISA [12]. In
the project “Awareness Lab SMEs (ALARM) Information Security” funded by the German Federal Min-
istry of Economics and Climate Protection (BMWK) from 2020 to 2023, an overall scenario is being
developed to explore new, human-centered ways of increasing information security on a long-term
basis in German SMEs. In addition to extensive literature reviews on the situation in companies, the
current status of ISA was observed in the project using a combination of different methods [1], [13].
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This third study of the “ALARM Information Security” project rounds off the series of project studies,
with desk research conducted by the subcontractor known_sense. In the first study [14] [15], the firm
known_sense carried out in-depth psychological interviews with the participating pilot companies in
order to understand the current status of information security in SMEs and used the information so
obtained to identify the topics that are relevant for the development of suitable analog materials for
raising awareness. These findings, coupled with an online survey (Report 1 [16]), were also used as a
basis for developing the digital learning scenarios and “on-site attacks” that were integrated into the
overall scenario. Right from the start, the goal of the project was to take the day-to-day operational
work situation as the starting point for developing support tools for SMEs that would be both scientif-
ically sound and highly practical. SMEs should be able to advance the establishment of awareness-
raising measures for employees and thus contribute to increasing operational information security,
thereby building an appropriate SME security culture and ultimately ensuring the increase in security
levels in German SMEs.

The human factor has an increasingly important role to play in information security. User behavior is
now widely recognized as a critical component of cybersecurity, and training is the method most fre-
guently recommended as a means to ensure secure behaviors [17]. However, there is typically no input
on methods and didactics, which would certainly be relevant. Since the digital age requires interaction
with digital services (online services), ISA is becoming more important than ever for everyone. Yet,
because ISA is now defined as a set of factors, it is not enough to simply increase knowledge [18]. This
makes ensuring the efficiency of awareness-raising and training measures for information security ex-
tremely difficult. Given the significant role that individuals play in the security well-being of organiza-
tions, end users of IT systems are encouraged to see themselves as part of the information security
solution and are expected to perform certain security functions (as a kind of “backend human firewall,”
for example). However, there is often a gap between the organization’s expectations of the end users’
part in information security and their functional role [19]. Actual security-relevant behavior does not
simply follow in a linear manner from knowledge.

The intensive interviews conducted in the pilot SMEs made it clear [14] [15] that these are not new
threats but well-known security problems, which German SMEs are still grappling with. In addition, the
issues mentioned by the interviewees as being important in this connection revealed that the level of
awareness can often be significantly expanded, with the well-known security problem areas of pass-
word security and phishing attacks at the top of the list [14] [15]. The eight problem complexes iden-
tified by SMEs were merged into seven topics, which formed the basis for developing seven analog and
digital gamified learning scenarios (serious games) and “on-site attacks.” And of course, the compre-
hensive digitization of business processes requires analog sensitization material. Our modern game-
based analog awareness-raising measures to create long-term information security and data protec-
tion are characterized by:

e active participation

¢ a haptic approach

e interactivity

e discursive settings

e stories/narratives to enhance memory

e the ability to contribute personal experience

o flexible timing (from 15-minute sessions during breaks to hour-long intensives)

It has been scientifically recognized for decades that a mix of methods is necessary for different target
groups, different types of learners, and abstract topics [20]. In addition to the analog serious games,
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our project has therefore also focused on the development of supplementary digital serious games
[13] [21] [22], which can be accessed for individual play via the project website [23]. When using the
digital serious games for business purposes, it is important that there is a debriefing within the team
in order to support the discursive nature of the training. In addition, suitable “on-site attacks” (simu-
lations, on-site inspections) were carried out; their findings are reflected in instructions for action and
low-threshold security concepts for SMEs [13] [23]. In addition, the topics we deal with to raise aware-
ness are of lasting interest to employees, since they all relate to and are important in private life—this
is repeatedly emphasized in both the empirical (e.g., [24]) and the scientific literature (e.g., [25] [26]).

The finding from the interviews in Study 1 [14] was that gamification with playful and experience-
oriented learning scenarios clearly addresses employees and stimulates their imagination on abstract
topics, but at the same time it must not take place without strategic preparation and regular content-
related support. This means that measures in German SMEs that involve humor and fun must be ac-
companied by a strategic, respectful approach, and the playful aspect should be keptin the background
so as not to jeopardize acceptance [14]. In addition, a clear plan is required for the narratives that fit
the topic: they should be formulated in an appealing way that is suitable for SMEs and encourages
active exchange. Here, there is another clear recommendation to facilitate implementation in German
SMEs: the role and function of a moderator should be established within the SME as a strategic ele-
ment in the development of the security culture and as a practical aid for raising awareness of current
security issues on an ongoing basis. Whether this can be combined with other roles/functions, such as
that of an information security officer [10], must be decided by the top management of the SME.

Awareness-raising and training measures targeted to specific groups of employees are considered cru-
cial in both the BSI standards [8] and ISO/IEC standard family 2700X [9] and in the scientific literature.
In addition, the conceptual idea of the “ALARM Information Security” project in the application as-
sumed that the areas in which information security in SMEs can be improved should be specified ac-
cording to employees’ operational activity profiles. The first study [14], however, revealed that such a
detailed breakdown for German SMEs is evidently not appropriate at present, owing to the typically
low level of ISA maturity. Rather, the heterogeneity observed in SMEs and the clear need to enhance
the level of awareness maturity speak against such short-term diversification, because no psychologi-
cal relevance could be determined for the envisaged activity, security, or competence profiles [14].
This made it clear that at this time, awareness raising for information security should take place more
intensively for all employees in SMEs. The profiling aspect was made a separate part of the project,
examined by an online survey, and published as Report 1 [16]; seven overarching areas of activity pro-
files were defined here, for which further specified learning materials could be developed with an in-
creased level of awareness. For further explanation, see also [27].

The second series of in-depth psychological interviews (Study 2) [28] aimed to conclusively evaluate
the analog learning scenarios (serious games) that had already been developed, tested, and improved,
and to use these findings to create the final versions. At this point in time, six of the seven analog
serious games developed have been evaluated [28] (see also [13] [29]):
¢ Live and work securely at home (topics: “Home office,” “Smart home,” and private security in
general in your own house or apartment)
¢ The five phases of CEO fraud (topic: “Boss fraud”—see also [22])
¢ Manage customer data securely in the cloud and elsewhere (topic cluster: “Password,” “Customer
data,” and “Cloud security”)
¢ Mobile communication, apps, etc. (topic: “Risks and how to avert them when using mobile apps”)



e Cyber Pairs (topic cluster: “Attack vectors in industrial espionage,” “Cybercrime,” “Social engi-
neering etc.”)
¢ Information classification (topics: “Classification” and “Purpose of documents, data, information”)

According to the interim conclusion of Study 2 [28], no two SMEs are the same despite all the similar-
ities between them. This is particularly true when it comes to the security communication that is re-
quired in each case. Among other things, there are major cultural differences with regard to the indus-
try, services and products, ownership, history, composition of the workforce, web presence, and com-
munication, which affect not only the organization itself but also its security culture [28]. It has been
shown too that the security cultures in the German SMEs surveyed were much more differentiated
are provided
[29] and discussed in detail in Report 2, which is currently being prepared and will be available for
download from September 2023 on the project website [23].

|II

than in large companies. Some preliminary reflections on an “SME safety culture mode

We must therefore assume that there is a very clear range of security cultures in German SMEs. This
goes hand in hand with a significantly different level of awareness maturity in the companies. Against
this background, a patented solution awareness in the sense of “one-size-fits-all” for all forms of secu-
rity culture in the entire spectrum of German SMEs seems impossible on a practical level [28], and this
is confirmed by the international scientific literature [30]. However, the analog serious games devel-
oped in the “ALARM Information Security” project have a major advantage: their modular approach,
designed for differentiation, with the possibility of individual customization, supports the SMEs in using
this wide range for themselves in the serious games’ material with their own practical examples to be
supplemented and thus adapted in a practice-oriented manner [28].

The conclusion of the evaluation (Study 2 [28]) was that the analog experience-oriented learning sce-
narios (serious games) in the “ALARM Information Security” project with the associated simulations
represent sophisticated, empowering awareness tools for SMEs. These analog serious games for SMEs
manage to reduce to an appropriate level the sense of overwhelm experienced by employees when
faced with the often abstract topic of information security and take away their fear of the risks that
are posed and possible failure. Employees can open up without fear, share their experiences, and ask
questions, giving them a more balanced sense of the “disturbing” topic of information security and
enabling them to get a read on it for their specific workplace. This is the intention behind aware-
ness/sensitization measures: for staff to be careful and remain attentive. This is why it is so important
to have a format like our analog serious games, which can be as short as 15 minutes or as long as an
hour.

The stations “Secure home living & working,” “Cyber pairs,” and “Mobile communication, apps, etc.”
were evaluated as excellent communication accelerators, involving participants in a worthwhile dis-
course on information security [28]. The other analog serious games also work in a similar way, but
according to the second study [28], they are not equally effective in every environment. In particular,
the learning scenario “Information classification” was changed significantly as a result of this evalua-
tion, especially since classification is not (yet) established as a standard process in most German SMEs
[28]. Our finding was that no analog learning scenario works equally well everywhere, and defining an
exact fit for the particular serious game is made more difficult by the great cultural heterogeneity in
the German SME environment. The current recommendation is that the learning scenarios should be
geared differentially to particular target groups, since the level of awareness in German SMEs still
needs to be increased. The learning scenarios and materials developed in the “ALARM Information
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Security” project should be used to generate a basic level of awareness relating to information security
in SMEs, and this should backed up on an ongoing basis. Specializations are reserved for further par-
ticipatory information security projects.

The second study, however, revealed that “security awareness” is viewed by those taking part in the
survey as an important component of information security and that gamified development generally
has an extremely energizing effect. Not only were all the participants from SMEs motivated and cheer-
ful while playing, they were also serious and concentrated in their attitude [28]. During the group dis-
cussions, all the participants contributed to the productive feedback at the follow-up sessions, which
we particularly advocated. We were therefore able to conclude that the idea of using gamification to
raise awareness to a level that creates integration and clearly exceeds the sensitization performance
of theoretical learning approaches worked well [28]. The majority of people gave a positive rating to
the exchange of ideas during the game, especially when small groups or pairs were formed by the
participants, who engaged in intense personal discussions in synchrony with one another [28]. In this
case, however, the moderators need to keep an eye on the time available. There were repeated posi-
tive evaluations for the fact that the games stimulated conversations about “real-life situations” [28].
This shows that our serious games represent a kind of simulation of real work and everyday scenarios.
The reference to information security in people’s own private lives was evidently put across with some
clarity.

The successful evaluation of the analog Serious Games for Security Awareness in SMEs developed in
the “ALARM Information Security” project is thus a given—they create a social space, while also provid-
ing users with a dramatic framework that supports a concrete sensitization process. Nevertheless,
Study 2 [28] pointed to the fact that the awareness measures remain ineffective unless the analog/dig-
ital autonomy of staff is promoted and integrated as an internal “living firewall.” Employees who are
not trusted to behave responsibly feel disenfranchised [28]. Security that relies on preventing this kind
of freedom in decision making can lead to reactance, which can in turn lead to new security incidents
in the company. What we need, though, is resilience. “Resilience is the ability to absorb and adapt to
changes in the environment (ISO/IEC standard 22300), with risk management playing a central role
(ISO/IEC standard 31010)” [31]. The great importance of risk assessment for all employees and risk
management as a central aspect for managers has already been shown in previous projects. We had
already developed an analog serious game for this as part of another project [7]. Security awareness
and sensitization count as “social work” in SMEs [28], and the entire management needs to model this.

This third study of the “ALARM Information Security” project, which is now available, supplements the
first two studies with very specific answers to many of the questions that we hear again and again
when conducting awareness events. It is intended to support the moderators and multipliers of secu-
rity awareness measures—as well as executives (top management) and IT and security specialists—in
establishing appropriate communication in the company to make it possible to successfully plan, im-
plement, and evaluate awareness-raising and training on information security and data protection is-
sues. The following factors are dealt with in Study 3, which includes the moderation briefings and nu-
merous hints and tips on the analog learning scenarios:

e Awareness, degree of maturity, and security culture as background influences

e The material of the analog serious games

e The preparation for the individual analog serious games

e The relevant goal and the didactic intention of the individual games

e The stories and game dynamics of the individual learning scenarios

e Tips for moderation



e Golden rules for the participants
e Possible questions
e Solutions for the individual analog learning scenarios

Although security awareness is now one of the formal components of the business processes and com-
pliance definitions in companies, it is not necessarily embraced by all those involved. However, the
successful raising of staff awareness to enhance information security is undeniably a success factor for
SMEs. Study 3 is thus seen as a guide for SMEs—i.e., a practical self-help guide.

There is also a summary of the success factors that have been seen to have a lasting effect on security
awareness. The security culture needs to be expanded in SMEs; the managers need to be convinced to
support the process and should expand systemic communication with regard to information security.
Managers must learn to understand their function as role models, recognize and use multipliers for
information security and awareness, and make time resources available to employees for awareness-
raising measures. Targeted methods with a high synergy factor are to be used, to convey the personal
advantages for all target groups and to choose a clear, authentic, and above all non-technical ap-
proach. With increasing maturity, numerous different communication channels can be used to target
specific groups.

The necessary mix across multiple channels is also confirmed internationally: delivering the same mes-
sage in different ways has changed staff attitudes toward the importance of security measures more
effectively than just delivering it once [32]. It can also be seen internationally that overburdening em-
ployees with too much technical information can have a negative effect [32]. Itis particularly important
to make the training appealing and interesting because it promotes willingness to participate, encour-
ages employees to engage in more self-development activities, allows the (learned) knowledge to be
disseminated more quickly through peer-to-peer interaction, and reduces the “security fatigue” that
is now occurring. Education, training, and raising awareness of information security remain the key
approaches to changing security behavior worldwide [33]. But security behavior is a very complex,
multidimensional, nonlinear construct that requires further research. Attempts are currently being
made to develop this construct with a number of models (see, for example, [34] [35] [30]). The three
studies in our project indicated that pure knowledge transfer is now considered to have failed (see also
[12] [6] [36]), which is why new paths have been taken in the “ALARM Information Security” project
and experience-oriented learning scenarios and serious games have been developed.

5.2 Our findings from the three studies for German SMEs

The “ALARM information security” project has comprehensively achieved its goals and provides excel-
lent materials that have been tried and tested in practice and can be used to raise awareness among
employees in SMEs and enhance information security (see [23]). These materials are available free of
charge via the website The analog and digital serious games and other materials such as suitable low-
threshold security concepts also contain instructions and information for the specific internal imple-
mentation of this didactically prepared mix of awareness-raising measures in German SMEs.

Irrespective of the successful completion of the project with all the final results in September 2023,
further activities are still required: targeted, broad publicity is called for, as is the use of the existing
high-quality, didactically refined materials for raising employee awareness to ensure effective transfer
to SMEs. In addition, we should devote more attention to the topic of “security culture” in German
SMEs: secure digital transformation can only happen through continuous improvement of the security
culture based on increased competence in the area of cybersecurity. This also affects the executives

-6-



and management, because information security is not just a matter for the boss—a better level of
security awareness than the current average for SMEs is a prerequisite for the success of the current
process of digitization.

A recurring factor—be it in our training courses, the relevant norms [9] and standards [8], or the inter-
national scientific literature—is the importance of top management and of the executive board and
directors, who should play a supporting role and act as role models. This means that increasing the
level of IT and cybersecurity in SMEs through a gradual increase in security awareness among decision
makers and management with the top-down transfer of awareness skills to employees is far more
crucial than was previously thought. However, developing managers as role models in the area of se-
curity requires a methodical understanding of security awareness and the ability to communicate cy-
bersecurity and awareness in ways that are vivid, straightforward, and comprehensible. In SMEs,
skilled trade businesses, and start-ups, knowledge about the dangers of the digital world in general is
not sufficient to ensure sustainable security awareness, because knowledge must be supplemented
with emotional and systemic skills in order to achieve a sufficient level of security awareness. This
requires a much better understanding than we currently have, which is why further research is needed
here as well.

According to our application-oriented and practical experience with the “ALARM Information Security”
project, a better understanding of information security awareness must be created in German SMEs,
especially with regard to marketing tools. Management should therefore be familiar with memorable
stories (narratives, storytelling), imagination, and metaphors to reduce the complexity of the topic and
simplify the task of security communication. We advocate systemic communication based on “discur-
sive didactics.” This means increasing the principle of “talking security” in SME business processes and
building further mechanisms to prevent cyberattacks, by improving people’s ability to freely discuss
cybersecurity, the risks it poses, and ways of defending against it.

At the same time, this means that the knowledge in SMEs, skilled trade businesses, and startups about
possible courses of action in all sub-areas of cybersecurity—be it prevention, detection, or reaction—
must be increased. Since German SMEs are struggling with resources for information security, it should
be made clear that managers and executives require systemic guidance supported by effective tools.
By “effective tools,” we mean simple gamified materials that have an elaborated graphic design and a
haptic component to aid comprehension: these materials should be specifically designed for the man-
agement to ensure that their risk assessment in the SME situation, their prioritization of measures,
and their embodiment of a security model are bolstered, transparently deployed, and accepted.

The aim must be to increase the competence to act in all sub-areas of cybersecurity in SMEs, skilled
trade businesses, and start-ups by demonstrating and transforming security communication methods.
Top management and executives must be able to pass on their well-founded assessment of the oper-
ational security situation to their employees in an appropriate, intelligible way. Perhaps “ambassador
concepts” of awareness and security communication can also be implemented in such a way that em-
ployees can mature into “awareness ambassadors.”

We conclude that there are three necessary steps in the process:

1. the establishment of moderators within a SME. They would have the task of using practical,
vivid, narrative methods and formats to illustrate abstract topics and thus remove significant
barriers to information security within the SME.

2. the establishment of recognized training for moderators, whether they are recruited internally
in the company or from consulting firms (multipliers). The training should enable the moderators
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and multipliers to decouple cyber security topics from the IT context in such a way that they are
understandable for everyone and security communication is comprehensible.

3. the establishment of recognized certification for moderators and multipliers is important in or-
der to achieve long-term efficacy.

5.3 Outlook for further applied research and practical implementation in SMEs

The use of secure digital processes, secure digital technologies, and secure digital business models—
which will secure and increase the competitiveness and innovative ability of German SMEs—is a MUST
for the country, for the prosperity of its citizens, for the further development of companies, and for
the authorities providing the funding for new grants. Our experience in various security projects with
a focus on “the human factor” and with a wide variety of target groups and actors suggests that this is
possible by using visual, narrative-based materials, reducing complexity, and developing an under-
standing of complex conditions and relationships. This would presumably also bring people closer to
the technologies of the future, involving a participative approach to information sharing, the integra-
tion of discussion and understanding, the ability to take positive action, and involvement on an equal
footing.

It is possible that not every SME will be able to do this on its own. Therefore, transfer structures must
also be established with other players in IT and cyber security, in which the gamified methods being
developed for employees and newly developed consulting tools for top management can be further
refined with certified multipliers from specialized consulting companies or handed over to these mul-
tipliers for practical deployment within established customer relationships with SMEs. Technological,
organizational, and work-design skills in IT and cybersecurity should be increased, and it should be
possible to evaluate the security of and trust in (provider/user) information and communication sys-
tems. To achieve this, the connections between IT and cybersecurity and data protection must be ad-
dressed and translated into intelligible stories and images. In general, in the course of digitization, it
should be noted that the people who commission, offer, and operate platforms as well as the devel-
opers of digital solutions (online services) should focus on the users of the systems, be they employees,
consumers, or citizens in general (see also [37]).

Despite the undoubted success of the “ALARM Information Security” project for all those involved,
we definitely see some residual weaknesses. According to the findings of the project, these relate to
three areas in German SMEs:

e The provision of high-quality and didactic awareness-raising materials for employees in SMEs is
not sufficient for SMEs to actually use them internally. Rather, SMEs need to be “taken by the
hand” to ensure that the transfer to sustainable use is successful.

e This means, for one thing, that moderators for awareness-raising measures within the SMEs
should be trained (“awareness ambassadors/consultants”). These moderators can be recruited
internally in the SME or externally via consulting firms. The quality of the moderation, in turn,
depends on effective training, which should be ensured through certification.

e A further decisive factor in successful security communication is the top management (executive
directors) and managers within the SME. Consulting firms can play a key role here. Advice/coach-
ing, however, requires different materials for managers than the previously developed aware-
ness-raising measures for employees.



This relies on the approval of further application-oriented research projects in the field of infor-
mation security/cybersecurity focused on the top management in German SMEs.

Prof. Margit C. Scholl, PhD
Technical University of Applied Scienes Wildau
August 2023
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