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Vorführender
Präsentationsnotizen
Welcome to my presentation.  My name is Margit Scholl, I am a professor at the Technical University of Applied Sciences Wildau, to the southeast of Berlin.As the initiator of the project “Awareness Lab SME (ALARM) Information Security” and project manager, my talk outlines an overall scenario for ongoing personnel development measures designed to increase information security awareness in small and medium-sized enterprises (SMEs) in Germany and to help small businesses improve their security levels and defenses. 
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Outline

Vorführender
Präsentationsnotizen
I want to give some very brief background information about the project, then inform you about the main aspects of the project, showing its methodological approaches, summarizing the current lessons learned from the preliminary results, and giving a very short outlook at the end of my talk.Acknowledgements and references can be found at the end of my presentation and in the paper.



1. Extensive Digitization as a Background
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Picture: Ministererklärung: G20 Digital Economy Ministerial Declaration - Shaping Digitalization for an Interconnected World, April 06 and 07, 2017 in Düsseldorf; 
b20-effective-g20.jpg; https://www.b20germany.org/documents/g20-b20-data/, last access: June 08, 2021.
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11th Allianz Risk Barometer 2022:

The current top three business risks globally are:
cyber perils/attacks, 
business interruption, and 
natural disasters 

Vorführender
Präsentationsnotizen
Any company can be targeted by hackers, no matter if it is very small or big (DIHK, 2022). In contrast to the global results, German companies fear an interruption of their business even more than a cyberattack (AGCS, 2022b). However, only a third of SMEs have emergency management and a business continuity plan for information security. This contradiction shows a paradox at work in German companies, with an evident lack of sustained implementation of awareness-raising measures.However, the continuous implementation of information security awareness (ISA) measures not only reduces the business risk for companies but also increases their attractiveness (known_sense, 2016).
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2. The Project “ALARM Information Security”

Project started
October 1, 2020

Raising 
awareness:

Phase 1

Awareness measures

Capture the 
current 
situation

Project will end
September 30, 2023

The final versions of all 
developed material will 

be made available in 
German for download, 

free of charge, from the 
project website .

Development of 
learning scenarios

Initial 
situation: 
Everyday 

operational 
situation in 

SMEs

Deficits:
Awareness raising and training, security strategy, concepts and culture

Vorführender
Präsentationsnotizen
This three-year ongoing project is very complex.It combines different actors and a multitude of methods.The focus is on conducting in-depth psychological-based interviews and online surveys with companies, developing customized game-based awareness trainings, tests, and on-site attacks, and creating measurements and evaluations as well as maturity statements, guidelines, and low-threshold security concepts. 



2 Pilot SME
located in Brandenburg

2 Pilot SME
located in Baden-Württemberg
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2. The project “ALARM Information Security”

Vorführender
Präsentationsnotizen
The project with the research team from the TH Wildau is funded by the Federal Ministry for Economic Affairs and Climate Action (BMWK). We are a member of various initiatives and cooperate with centers for small and medium-sized businesses. We have four pilot companies on board. Three associate partners from the Chamber of Industry and Commerce (IHK) and the Stuttgart Digitization Center (DIZ) are interested and involved. Four subcontractors provide us with concrete support in developing the learning scenarios and materials.
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How do we increase risk perception and 
achieve more awareness of information security?

2. The project “ALARM Information Security”

Vorführender
Präsentationsnotizen
The question is, How do we increase risk perception and achieve more awareness of information security?People often ignore or underestimate the extent to which their actions in a situation are determined by the actions of others.In addition, changing the behavior of employees cannot be achieved simply by imparting knowledge but must be accompanied by further measures.Moreover, the major problem with ISA is not a lack of security knowledge but the way that knowledge is applied in real-world situations. In German-speaking countries, the operational model has been established (Helisch & Pokoyski, 2009): Knowledge, Volition, Capacity. The last term points to a failure by management to provide adequate resources, training and oversight, and processes.Security culture is underpinned by a complex process of learning and experience, in which common goals, interests, norms, values, and behavioral patterns are established.
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Knowledge 
transfer

Emotionali-
zation

Social Team 
Interaction
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Exchanging experience
Telling real stories
Understanding
Interacting
Practicing
Feeling empathy

2. The project “ALARM Information Security”

How do we increase risk perception and 
achieve more awareness of information security?

Vorführender
Präsentationsnotizen
Merely imparting knowledge is not enough for correct behavior. We must be able to share ideas about information security intensively: let’s talk about security! It is important to create an emotional relationship with the abstract topics of information security. Social interaction is also necessary for humans as social beings. Gamification or serious games can be used to support learning. However, we know that German medium-sized companies still have reservations: gaming should not be the priority. 
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3. Methodological Approaches: Study 1

Vorführender
Präsentationsnotizen
The first step was to define the information security topics that are important for the target groups (employees of the four pilot SMEs). A preliminary study 1—conducted by one of the project subcontractors and based on anonymized in-depth interviews—was carried out between January and March 2021 (Pokoyski et al., 2021). The study sample included a total of sixteen people from the pilot SMEs, who were surveyed in 90-minute online interviews by a three-person team of project subcontractors. Most of the interviews were carried out from home offices.It is clear from all the interviews that the participants identify strongly with their company and feel close ties with it. An understanding of each other’s difficulties and foibles is evident, and the picture that is painted is of relaxed, generally harmonious cooperation. The SMEs taking part in the study have as yet made little use of holistic security awareness concepts, of the kind envisaged in the project, or an awareness framework with a documented strategy. The same is true of ISA measurements and other evaluations related to the raising of employee awareness. There is a general lack of any systematic process of awareness raising, which would help develop a functioning security culture. The topics “Mobile security” and “Security on the go” were accorded low priority, which can be attributed to the COVID-19 situation (Pokoyski et al., 2021). 
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3. Methodological Approaches: Report 1

Evaluation of 73 questions on work activity

general basic 
competences

production, 
development, sales

strategic planning and 
management

administration and HR

organizational and 
PA work

data processing and IT 
infrastructure

maintenance and 
communication

Development of the “Profile Arc”

Fields of activity require several competence profiles

Competence profile modules overlap and intertwine

Identification of core and gatekeeper modules

Module-like structure of learning events necessary

The “Profile Arc” 
presents
developed job 
profiles as a 
planning aid for 
training needs

Vorführender
Präsentationsnotizen
Parallel to the first study, an online survey was started by the university research team that dealt specifically with the fields of activity in the four SMEs (Tippelskirch et al., 2022). The results of the initial online questionnaire (Report 1, 2022) indicate that information security is not currently viewed holistically in SMEs. Report 1 also revealed that the respondents view many information security topics as “old” and in such general terms that it is hard to limit them to just one activity profile. As a result, the profiles defined in this report are lumped together into the following profile groups (Tippelskirch et al., 2022): General basic competences; production, development, sales; data processing and IT infrastructure; maintenance and communication; organizational and PA (personal assistants) work, administration and HR; strategic planning and management. 



 3 Iterations per game

 Reduceable to 15 min.

Many tests in practice

 Feedbacks used

 Improvements
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3. Methodological Approaches: Analog

DIVERSITY &
FLEXIBILITY

Vorführender
Präsentationsnotizen
We create didactic-based moderation tools for discursive team settings, intensive training specific to the target group with simulations and other discursive, gamified, or interactive elements to involve people emotionally, motivate them, and make information security “understandable.” The current pre-final titles of the seven analog learning scenarios are: Live and work securely at home (home office) Manage customer data securely in the cloud (password security) The 5 stages of CEO fraud: 1. Research/Investigations; 2. Testing/Inquiry; 3. Maintaining contacts; 4. The attack; and 5. The damage.Mobile communication, apps & co. Cyber Pairs (find pairs of terms) Data protection (instead of messenger services & encryption) Information classification, which is not usual for most German SMEs but necessary.They are designed as assignment games for the topics defined by the pilot SMEs in Study 1, so that a moderator can easily get into conversation with the participants, and the participants with each other, giving them a chance to contribute their experience. 
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3. Methodological Approaches: Awareness Trainings

Homeoffice CEO-Fraud

Mobile Apps CyberPairs

The know-how of our 
company is on the 

server...that's the gold

We receive inquiries from 
our bank about large 

transactions.

The speed scares me at 
my age.

I'm never in the home 
office. I clearly separate 

work and private life.
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Vorführender
Präsentationsnotizen
Here you can see some pictures with interesting comments from analog awareness trainings.Such tests, to be carried out with attending participants in three iterations per game, are used both to simplify the complexity of the topics, while maintaining the attractiveness of the game, and to optimize the emotional game design. The response has been very positive so far not only from tests with the pilot companies but also at public events. Improving the detailed preparation of the feedback is an ongoing process in the project.The final versions (in German) will be made available this year as free downloads from the project website.
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3. Methodological Approaches: Digital

Vorführender
Präsentationsnotizen
The digital serious games are an additional possibility to play. The final versions can be played from the project website.The player of the digital serious games slips into a different role in each of the seven games and experiences the concrete company situation of the information security topic from a different perspective—e.g., that of a forensic scientist, a hacker, a security officer, or the artificial intelligence of the game company. 



 Different first-person 
perspectives: you are 
the hero of the 
immersive story

 Various issues in visual 
novel format

 Playable independently 
in any order
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3. Methodological Approaches: Digital

DIVERSITY & 
INDIVIDUALITY

Vorführender
Präsentationsnotizen
The digital learning scenarios can therefore be played from very different perspectives, which provide deeper insight into the various topic areas as well as the risks and dangers peculiar to them. At the same time, the player becomes more familiar with the company’s situation and employees: the boss, the dispatcher, the workshop manager, and the trainee. The fig. right hand side shows an excerpt from the digital scenario “The Hacker Attack,” in which the player runs through the game in the role of a social engineer: Number 1 indicates the start of the digital game, which is being developed using Gamebook Technology. Green nodes in the schedule are “story modules” that provide information to the player (text, instructions, feedback, music, etc.). Number 2 refers to a red node where the player has to make decisions, including whether they want to be addressed as a woman or a man, which is determined at the beginning. Number 3 shows a story module that is not connected by a line—the designer has already set out an alternative, but it is not integrated into the current game story. At decision point 4, the player can interrupt the game and look at the stored glossary (5) to get more input. Decision point 6 is a “time choice”: the player has to decide between possibilities and then proceeds accordingly to number 7. Should the player need too much time, then the game will send her/him back (8). However, all the information the player has already accumulated is retained and will lead to other options for the next step at decision point 9. This explanation shows how important the designer’s empathy with the topic and the target group is in building the story.



 2–3 learning paths

 Differentiation 

 2–3 skills 

 Same, well-known game 
characters 

 Emotional design

 Points system with hints
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EACH LEARNING SCENARIO 
CONTAINS:
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3. Methodological Approaches: Digital

Vorführender
Präsentationsnotizen
The avatars can show some emotions (left) and sounds can also be heard; although the figures do not speak, the situation and decision options are presented with texts, so that the player has time to think about the question. Emotional design: personalization of the user experience, possibility of identification, appealing multimedia elements, and storytelling (Interaction Design Foundation, n.d.; Um et al., 2011) Research findings: - Positive emotional design improves learning outcomes and reduces perceived difficulty of the learning task- Positive emotions increase intrinsic motivation to learn and willingness to work with learning materials(Um et al., 2011; Mayer and Estrella, 2014; Heidig et al., 2015; Li et al., 2020)



Must be done with 
extreme caution

 Agreed with the top 
manager 

 Practice-oriented 
instructions and tips

 Low-threshold security 
concepts

3. Methodological Approaches: On-site attacks
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EACH LEARNING SCENARIO 
CONTAINS:

Ethical questions:

 Enlightenment
 Information as an aid 

and training
 Comprehend as 

promotion of a positive 
error culture 

 Optimization of 
processes, procedures, 
responsibilities

The ethical principles 
also mean no personal
 exposure
 disturbances in the 

working atmosphere 
and of processes
 punitive measures
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Vorführender
Präsentationsnotizen
In addition to the seven analog and digital learning scenarios, the project also includes seven on-site attacks for which another subcontractor is responsible. Conducting on-site attacks is tricky and must be done with extreme caution. Some scientists have grave concerns about them (see Volkamer et al., 2020). However, the aim of our project is to enhance employee awareness: the procedure should thus not be perceived by employees as an “attack” on their personal work processes or lead to personal exposure. Every on-site attack must be designed in such a way that it does not have a negative impact on the working atmosphere and the culture of trust in the company. It is important to ensure that employees feel safe/secure in their work environment and see the on-site attacks as a supporting tool to raise awareness. The attacks are always discussed with the responsible persons in the company and all employees receive all the relevant information and results before and/or after the attacks, so that these attacks do not damage the company’s culture of trust and error.Ethical questions and the agreements with the managing directors of the SMEs also play a key role. Additional practice-oriented instructions and tips for low-threshold security concepts for SMEs should emerge from the relevant findings. These will also be available on the project website at its completion. So far, the following on-site attacks have been carried out in the project:A phishing attackPassword breach service: verification of databases with compromised personal data. The instructions should refer to “Have I Been Pwned” and “Data Leak Checker.”Password quality checker with fake websiteSmishing attack with fake SMS from managementSocial Engineering: How far can I get into the company?Blackout test: All accesses are blocked. The instructions are intended to emphasize the importance of the reporting chain (incident response).
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Vorführender
Präsentationsnotizen
The approach chosen in the project is to develop awareness-raising measures as easily adaptable learning scenarios that can ultimately be used and specified by the SMEs themselves.ISATs should be specific to a job profile and its specific tasks. According to the results of both the study and the report, this requires a higher level of information security maturity on the part of the SMEs. Suitable training material is required if ISATs are to be organized efficiently in everyday work life. In addition, establishing a “human firewall” involves people switching roles for training purposes and discussing and internalizing the lessons so learned (Tippelskirch et al., 2022). 



4. Lessons learned: Hypotheses about the training
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• (H1) It is possible to enable authentic learning by tailoring profile groups to 
employees’ everyday work and user behavior
CONFIRMED
…but only in concepts of modules and “lighthouses”

Hubertus v. Tippelskirch and Prof. Dr.  Margit Scholl, TH Wildau

• (H2) Information security training
is needed for every job profile in SMEs
CONFIRMED

Vorführender
Präsentationsnotizen
The top management needs to have a strategy and vision for the concrete implementable information security.Authentic instruction will take on a very different form from traditional teaching methods. In the traditional classroom, students take a passive role in the learning process. Authentic learning, on the other hand, takes a constructivist approach, in which learning is an active process. Teachers provide opportunities for students to construct their own knowledge by engaging in self-directed inquiry, problem solving, critical thinking, and reflections in real-world contexts. This knowledge construction is heavily influenced by the student’s prior knowledge and experiences, as well as by the characteristics that shape the learning environment, such as values, expectations, rewards, and sanctions. Education is more student-centered. Students no longer simply memorize facts in abstract and artificial situations; instead, they experience and apply information in ways that are grounded in reality.
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4. Lessons learned: 
Analog learning scenarios (Study 2)

Enabling versus disenfranchisement

Development Assistance 
Empower & Activate 
Reflected Enlightenment

Vorführender
Präsentationsnotizen
In study 2, six out of seven analog learning scenarios of seven were evaluated with completely external companies, not involved in the project.It’s overall result is best described by the phrase: (digital) enabling versus disenfranchisement. In concrete terms, this means that security awareness can do little within an organization that relies almost exclusively on sealing instead of opening and encounters employees with a rather regressive culture of prohibitions and constraints. Because the motivational basis of raising awareness is nourished, among other things, by the thrill of a risk. The present constellation also provides information about the relationship of security culture to the topic of security awareness in the form of a second basic tension: (Reflected) Enlightenment (Awareness as mature management of Information security risks and translation of change processes in the context of digitization) or (Esoteric) Salvation (Awareness as a request concert, among other things, to reduce fear when dealing with risks) Finally, a constellation can be derived from a third basic tension in relation to the concrete handling of the LS as an awareness tool: Development Assistance (Learning stations as a discursive format in the sense of a psychological transformation intention) or Self-Limitation (Learning stations as a reflection of the restrictions imposed on employees by the organizational culture). 
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4. Lessons learned: Analog learning scenarios (Study 2)

 Our analog simulations are 
revitalizing awareness tools 

 Communication made easy: 
“Home office,” cyber pair,  
mobile communication & 
apps & co 

 All scenarios work well to 
very well, but not equally 
well everywhere.

VIELFALT & 
FLEXIBILITÄT

Lessons learned

Vorführender
Präsentationsnotizen
It is important to point out that ISA is a multidisciplinary area involving cognitive, emotional, and systemic factors.The approach chosen in the project is to develop awareness-raising measures as easily adaptable learning scenarios that can ultimately be used and specified by the SMEs themselves. The other learning scenarios are also similarly effective but do not work equally well in every environment or they still have weaknesses: especially in relation to understanding terminology, topic clusters, or general handling when playing, as well as a few shortcomings in terms of design. The important thing is that no LS works equally well everywhere. Defining an exact fit of the LS is made difficult by the great cultural heterogeneity in the SME environment. The compatibility of the LS with the corporate or security culture is probably related to the security awareness level of the company and needs to be further investigated. There are various methods for promoting ISA that can be used to create and model awareness: their content, implementation, and success depend, among other things, on the business model, the corporate and security culture, and the information security maturity (Pokoyski et al., 2021). 
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4. Lessons learned: Digital learning scenarios

Hacker Attack Search for Clues

Vorführender
Präsentationsnotizen
The digital serious games are tailored to employees of SMEs who work in different departments—performing different sets of tasks—and are not experts in information technology. Employees from the pilot companies of the project and from other partner organizations test and evaluate the digital serious games from a practical perspective. Their responses form the basis for the final development of our serious digital games. The user test includes short, standardized, written pre- and post-surveys that are analyzed descriptively. The participants are asked about the extent to which they agree with given statements on a five-point Likert scale—focusing, for example, on content, the realism of the presentations, the playing time, and the level of difficulty. We often take the midpoint of the scale (=3) to mean “good” in the user evaluation, expressing satisfaction on the part of respondents, because several studies indicate that the left end of a response scale is selected more often than the right.As an example we asked how the participants perceive their learning success. This was measured by self-assessments reflecting on the acquisition of new knowledge and the deepening of existing knowledge and by asking participants about their Information Security experience before and after playing the game.  The participants have a sense of learning success when playing the digital serious games: they acquired new knowledge or reinforced what they already knew. See: Prott, F., & Scholl, M. (2022). Raising Information Security Awareness Using Digital Serious Games with Emotional Design. IADIS International Journal on WWW/Internet, 20(2), 18–34.
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4. Lessons learned: On-site attacks

Pros
• Improving awareness 

through announcement
• Concrete cognition after 

the evaluation
• Rated better than 

theoretical papers/ 
training (both by 
management and 
employees)

Cons
• Delays in completing 

surveys
• High organizational and 

communicative outlay
• Corrections in the 

processes cannot be 
checked (would require a 
repetition of the attacks)

Vorführender
Präsentationsnotizen
SMEs are very special…
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4. Lessons learned: What and how do we measure?

• What do we need? 
• What are we measuring? 
• How can we measure what? 
• What information do self-interviews provide? 
• Do questionnaires and tests with knowledge surveys 

reflect reality? 
• How can we infer awareness from understanding?
• How can we infer consciousness from a person’s 

understanding or attitude? 
• How can we infer actual behavior from the answers?
• …

Vorführender
Präsentationsnotizen
Security is not so much a state as a process. All measures must be checked for their effectiveness in operational work, including security and awareness measures, because otherwise processes cannot be managed and improved. The “Return on Security Investment” (ROSI), for example, is not compatible with a holistic view of ISA. Different approaches are therefore required to verify the effectiveness of ISA measures.Moreover, it is evident that ISA measurement (ISAM) is an interdisciplinary challenge and an open research question in scientific terms. We know that risk perception is an important indicator. But WHAT do we actually measure, and HOW? We would need to observe people in their everyday lives, making them “transparent” in terms of their personal data, which is not desirable in an open, democratic society. While being fully aware of this problem, we still want to try to implement ISAM in the project in two different ways.
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4. Lessons learned: Idea of model integration

direct model relationship

moderated model relationship

K A B

C
“being able” 

“being informed”

V
“being willing” 

Vorführender
Präsentationsnotizen
Knowledge “being informed” Volition, “being willing” Capacity “being able” Knowledge, “being informed” (elements drawn from learning theory, cognitive factors) as Layer 1—classical information processing is the (old-school) basis of security awareness. This involves the imparting of knowledge pertaining to security rules, guidelines (policies), security risks, and the possible consequences of security breaches.Volition, “being willing” (elements drawn from marketing, emotional factors) as Layer 2—merely communicating information is not enough to have a sustained and, more importantly, motivating effect on the processes of awareness: for this reason, emotional factors must also be addressed for all target groups.Capacity, “being able” (elements of change management and systemic communication) as Layer 3—security culture is invariably influenced by interactions with staff as well as with customers and partners. Security thus also involves systemic factors, the interactions within an organization (and its external relationships) viewed in the context of its corporate culture. Specific elements of systemic communication are “empowerment” and dialogue-based constellations (e.g., team formats).
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4. Lessons learned: Measurements (ongoing research)

Mobile appsInformation security in general
Test group 1   Test group 4   

Risk Perception
(Likelihood)

Knowledge Knowledge

Behavior BehaviorAttitude Attitude

Test group 2   Test group 3   Control group

Risk Perception
(Impact)

Risk Perception
(Impact)

Organizational
Possibilities

Organizational
Possibilities

Risk Perception
(Likelihood)

Vorführender
Präsentationsnotizen
These are the initial results of our awareness measurements.We need to check these and implement further measurements. However it is evident, that on the left-hand side the values for behavior and risk perception (likelihood) are the lowest.Moreover, on the right-hand side, the picture concerning mobile communication is clearly different.Final results are not expected until the end of the project and will be published in a separate paper.
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5. Outlook
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& attacks

Vorführender
Präsentationsnotizen
The overall scenario of ongoing personnel development to increase ISA in SMEsStudies and reports will be finalized.The first approach uses the analog and digital learning scenarios with test and control groups, and pre- and post-tests will be finalized, too. The initial results shown here are continuously added. A self-test for individuals and the on-site attacks with derived assistance for companies are also in the final phase.In the second approach, the mathematical partial order methodology is examined for a possible ranking; however, it is still not clear which indicators are actually suitable for this purpose. Results are not expected until the end of the project. The ultimate goal of these efforts is a maturity model for awareness, incorporating all the elements, results, experiences, expectations, and knowledge. The desired maturity model constitutes a task for the future and is also not expected until the project’s completion in 2023. 
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